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Is Your Mobile Device Secure?
Mobile devices face a number of threats that pose a significant risk to data. Desktop computers,
smartphones and tablets are all susceptible to digital attacks, but mobile devices are also vulnerable
to physical attacks because of their portability. Here are a few security threats and their risks.

Mobile Malware– Smartphones and tablets are susceptible to worms, viruses, Trojans, and spyware
just like PC’s. Malware can steal sensitive data, rack up phone charges, and collect user data.

Eavesdropping– Data sent from the user to a server is often unencrypted, allowing intruders to
eavesdrop on users’ communications.

Unauthorized Access– Users often store login credentials on their smartphones, making access
only a click away. Unauthorized users can easily access e-mail accounts, applications, and more.

Theft and Loss– Users store sensitive personal data–such as e-mail, databases, and bank
accounts–on their mobile devices. It only takes one hurried user to leave their phone in a taxicab
for a loss to occur.
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